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AI4HealthSec H2020 Project
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A Dynamic and Self-Organized Artificial Swarm Intelligence Solution for 
Security and Privacy Threats in Healthcare ICT Infrastructures  
(AI4HealthSec)

• Call: H2020-SU-DS-2019 (Digital Security)
• Topic: SU-DS05-2018-2019
• Type of Action: RIA
• Project duration: 36 Months

• Started: 1/10/2020
• End: 30/09/2023

• Proposal overall cost: 4,998,948.75 €
• Project Coordinator: CNR
• Website: https://www.ai4healthsec.eu/
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The AI4HealthSec project
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AI4HEALTHSEC proposes a state of the art solution that 
improves the detection and analysis of cyber-attacks and 
threats on HCIIs, and increases the knowledge on the 
current cyber security and privacy risks. 

This project has received funding from the European 
Union’s Horizon 2020 research and innovation 
programme, under Grant Agreement 883273
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The NIS (1) 
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As part of the EU Cybersecurity strategy the 
European Commission proposed the EU 
Network and Information Security directive. 
The NIS Directive (EU 2016/1148) is the first 
piece of EU-wide cybersecurity legislation. 
The goal is to enhance cybersecurity across 
the EU. The NIS directive was adopted in 
2016 and subsequently, because it is an EU 
directive, every EU member state has started 
to adopt national legislation, which follows or 
‘transposes’ the directive.

http://europa.eu/rapid/press-release_IP-13-94_en.htm
http://data.europa.eu/eli/dir/2016/1148/oj
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The NIS Cooperation Group
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The Group's overall mission is to achieve a high common level of 
security for network and information systems in the European 
Union. It supports and facilitates the strategic cooperation and the 
exchange of information among EU Member States. It facilitates 
strategic cooperation between the Member States regarding the 
security of network and information systems.

Reference document on security measures for Operators of 
Essential Services, CG Publication 01/2018
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Security Measures for OES*
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*Operators of Essential Services



The work described in this document has been conducted within the project AI4HEALTHSEC, started in October 2020. This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 883273. ©Copyright by the AI4HEALTHSEC Consortium.

7

2022

https://joinup.ec.europa.eu/collection/rolling-plan-ict-standardisation/cybersecurity-network-and-information-security-0


The work described in this document has been conducted within the project AI4HEALTHSEC, started in October 2020. This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 883273. ©Copyright by the AI4HEALTHSEC Consortium.

GOVERNANCE AND ECOSYSTEM 
Information System Security Governance & Risk Management
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Information system security risk analysis 

Information system security policy 

Information system security accreditation 

Information system security indicators

Information system security audit 

Human resource security
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GOVERNANCE AND ECOSYSTEM 
Ecosystem management 
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Ecosystem mapping 

Ecosystem relations 
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PROTECTION
IT Security Architecture 
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Systems configuration

System segregation

Traffic filtering

Cryptography 
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PROTECTION
IT Security Administration 
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Administration accounts 

Administration information systems 
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PROTECTION
Identity and access management 
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Authentication and identification 

Access rights 
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PROTECTION
IT Security Maintenance 
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IT security maintenance procedure 

Industrial control systems
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PROTECTION
Physical and environmental security
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Physical and environmental security 13
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DEFENSE
Detention

15

Detection

Logging

Logs correlation and analysis 
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DEFENSE
Detention
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Information system security 

incident response 

Incident Report 

Communication with competent 

authorities 
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RESILIENCE
Continuity of operations
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Disaster recovery management

Business continuity management
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RESILIENCE
Crisis management 
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Crisis management organization

Crisis management process
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MEASURES vs STANDARDS

19



The work described in this document has been conducted within the project AI4HEALTHSEC, started in October 2020. This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 883273. ©Copyright by the AI4HEALTHSEC Consortium.

20



The work described in this document has been conducted within the project AI4HEALTHSEC, started in October 2020. This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 883273. ©Copyright by the AI4HEALTHSEC Consortium.

Contact

Via P. Castellino, 111
Napoli – 80131
coord_ai4hsec@icar.cnr.it
Tel. +39 0816139508

Follow

https://twitter.com/
aifourhealthsec

https://www.facebook.com/
Ai4HealthSec

https://www.linkedin.com/company/
ai4healthsec-eu-h2020-project/

https://www.ai4healthsec.eu/
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Thank you very much!

argyro.chatzopoulou@tuv.at

https://www.ai4healthsec.eu/

