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@a Al4HealthSec H2020 Project

Ai4HealthSec

A Dynamic and Self-Organized Artificial Swarm Intelligence Solution for
Security and Privacy Threats in Healthcare ICT Infrastructures

(Al4HealthSec)
 Call: H2020-SU-DS-2019 (Digital Security)
* Topic: SU-DS05-2018-2019
* Type of Action: RIA

* Project duration: 36 Months
o Started: 1/10/2020
 End: 30/09/2023

* Proposal overall cost: 4,998,948.75 €
* Project Coordinator: CNR
* Website: https://www.ai4healthsec.eu/
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The Al4HealthSec project

AI4HEALTHSEC proposes a state of the art solution that
improves the detection and analysis of cyber-attacks and
threats on HClls, and increases the knowledge on the
current cyber security and privacy risks.

This project has received funding from the European
Union’s Horizon 2020 research and innovation
programme, under Grant Agreement 883273
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@) The NIS (1)

\Ai4HeaIthSec

As part of the EU Cybersecurity strategy the
European Commission proposed the EU oo N
Network and Information Security directive. SRR, 5 A —

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN LINION,

The NIS Directive (EU 2016/1148) is the first
piece of EU-wide cybersecurity legislation.
The goal is to enhance cybersecurity across
the EU. The NIS directive was adopted in
2016 and subsequently, because it is an EU
directive, every EU member state has started
to adopt national legislation, which follows or
‘transposes’ the directive.
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http://europa.eu/rapid/press-release_IP-13-94_en.htm
http://data.europa.eu/eli/dir/2016/1148/oj

The NIS Cooperation Group

Ai4Health

The Group's overall mission is to achieve a high common level of
security for network and information systems in the European
Union. It supports and facilitates the strategic cooperation and the
exchange of information among EU Member States. It facilitates
strategic cooperation between the Member States regarding the
security of network and information systems.

= Reference document on security measures for Operators of
Essential Services, CG Publication 01/2018
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Security Measures for OES*
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(B.) REQUESTED ACTIONS

Action 1 SDOs to develop standards for critical
Kol infrastructure protection and thus in support of and

\;ZHea"h Emi responding to the requirements laid down in the NIS
Directive. Foster the application of EN 62443 series (base
R 0 L L I N G P LA N on IEC 62443 series) for the firm establishment of EU
FOR ICT regulatory requirement operational technology (0OT)
ST A N D AR D I S ATI 0 N security including critical infrastructures.”
) ° Action 5 SDOs to investigate the availability of standards
g ) 2 1 as regards to the security and incident notification

requirements for digital service providers as defined in the

NIS Directive and in support of possible other pieces of EU
law.

Action 6 SDOs to develop a “guided” version of ISO/IEC
270xx series (information security management systems
including specific activity domains) specifically addressed
to SMEs, possibly coordinating with ISO/IEC JTC1
SC27/WGT1 to extend the existing guidance laid out in
ISO/IEC 27003. This guidance should be 100% compatible
with ISO/IEC 270xx and help SMEs to practically apply it,

The work described in this document has been conducted within the project AI4HEALTH on’s Horizon 2020

research and innovation programme under grant ag

including in scarce resource and competence scenarios.



https://joinup.ec.europa.eu/collection/rolling-plan-ict-standardisation/cybersecurity-network-and-information-security-0
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GOVERNANCE AND ECOSYSTEM
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\OO IT Security Administration
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\OO ldentity and access management
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PROTECTION

Physical and environmental security
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@3 MEASURES vs STANDARDS
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o Thank you very much!
coord_ai4hsec@icar.cnr.it
Tel. +39 0816139508

argyro.chatzopoulou@tuv.at

Follow

https://www.facebook.com/

https://twitter.com/ https://www.linkedin.com/company/
aifourhealthsec ai4healthsec-eu-h2020-project/ Ai4HealthSec

https://www.aid4healthsec.eu/
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