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STOP-IT Anomaly Detection using ML — Challenges

Poor consensus on
High rate of False Lack of context the Anomaly

Positives information Detection

Historically, machine On several previous Most of the current
learning approach works, learns from of work, try to find
returns a higher amount data. anomalies using a small
of false positives than pool of different

misuse approach. algorithms.
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STOP-IT HPD — System Description
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WiFi Signals change due to human
presence.

The system exploits Channel State
Information (CSI) to detect human
movement.

CSl is part of the WiFi protocol.

To acquire WiFi signal reflection data
are needed two WiFi devices.

These devices are WiFi Commercial
Off-The-Shelf (COTS) devices.

It is possible to detect an intruder in a
room or even detect the intruder
through the wall.
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HPD — Deployment
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This method is based on CSI v This method is based on CSI v This method is not based on CSI
Same applications but through the

Applications:
wall.

- Movement detection (intruders).
- Breathing rate analysis and
identification.

- Presence detection (evacuation).
- People counting.

No studies with CSI until now. There
are studies using SDR (Software
Defined Radio) based on MIMO WiFi.
With 90% of success.

O Limitations

v" Noise and micro-interruptions.
Jamming (Wi-Fi Spectrum attack).
CSI attacks (CSISec).
Range and sensitivity (antenna
directivity, training and networks of
routers/AP).
v' Fresnel zones.
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STOP-IT HPD — Demo
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Tools (CVT)
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STOP-IT CVT — System Description

= The goal of the CVT is to survey large-scale utility areas using an existing
network of cameras detecting any suspicious behaviour using a computer
vision algorithm.

» The system attempts to “predict” the next frame based on the current
input and the training set.

= When the differences between the prediction and the ”true” frame is
beyond a threshold, the situation is considered suspicious.

= One instance of the CVT runs per video stream.

= To balance the computational cost and the real time aspect, the predictions
are minimized to 5 frames per second.

= All parameters (threshold, number of predictions) can be adjusted to optimize
performance in each scenario.



STOP-IT CVT - Results
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CVT = Results
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STOP-IT RTAD — Objectives

We have designed a system seeking to improve the performance of
existing solutions and the experience of users who interact with this
type of tools:

ﬁ Use and explore data from many fields.
/TN

Minimise the amount of false positives.

Improve the performance involving an analyst.

ways to find anomalies (supervised, no supervised...).

Combine different types of algorithms which have different



@ STOP-IT RTAD — System Description
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K. Veeramachaneni, I. Arnaldo, V. Korrapati, C. Bassias and K. Li, "Al*2:
Training a Big Data Machine to Defend," 2016 IEEE 2nd International
Conference on Big Data Security on Cloud (BigDataSecurity), IEEE
International Conference on High Performance and Smart Computing
(HPSC), and IEEE International Conference on Intelligent Data and Security
(IDS), New York, NY, 2016, pp. 49-54




STOP-IT RTAD — System Description

Big Data
» Detect and alert attacker behaviour:
= Known Attacks (Signature based)
» Protocols: BCAnet, DNP3, ENIP,
FOX, MODBUS, MODICON,
OMRON, S7.
= Known Tactics (Behaviour):

« Exfiltrate Over Alternate Cyber Physical Context
Protocol, Data Hiding, Message ‘
Spoofing, etc. g, &

= Abnormal and suspicious situations. <L & Lo
990!
4 M

O Possible inputs:

v' PCAPs. These files have to contain packets from/to all devices/systems of

the infrastructure that has to be monitored.

v" Netflow data. It could be captured using the open source tool nfdump
(http://nfdump.sourceforge.net/).
Logs of hosts, PLCs, HMIs, Gateways, PCs, etc. (Syslog or other log
system).
Logs of IDS (Intrusion Detection Systems) like Zeek, Snort, Suricata...
Logs from tools that use DPI (Deep Packet Inspection).
Devices values over time (actions, status, etc.).
Sensor values over time.
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STOP-IT  RTAD - STOP-IT tools connection
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STOPR-IT NTSA — System Description

Novelty Detection

u NetFl OW'b aSEd (V5 & Vg) -_— Ilearned frontier |

41|00o training observations

approaCh Wldely used to CO”eCt @%@ new regularobservatior?s
aggregated data about traﬂ:lc 000 new abnormal observations

» Uses unsupervised ML (One-class
SVM) to model patterns of normal
traffic and identify abnormal network
behaviour of devices based on the
deviation from the normal operation -?|
model.

» Tested with real legitimate datasets.

N — ; ; ;
» Results show a promISIng approaCh error train: 19/200 ; errors novel regular: 3/40 ; errors novel abnormal: 0/40
USing mUItIpIe featu reS, fUtu re Work B. Scholkopf, J. C. Platt, J. Shawe-Taylor, A. J. Smola and R. C. Williamson,

ill & "Estimating th t of a high-di ional distribution," J | of
will include research to reduce false Sttt ir o
pOS|t|VeS by |nC0rp0rat|ng more

complex features.



STOP-IT CTSS - System Description

== elasticsearch
-

O This services collects existing
threats from relevant internal and
external sources.

Q It also distribute threat information
to other feeds, systems or
infrastructures.

O All information is formatted using
standards (STIX-TAXII v2).
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RTAD — Mapping Attacks to MITRE ATT&CK for ICS matrix
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