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ECSCI Liaison Plan

* European Commission encourages collaboration among funded projects

 The Liaison Plan

» create the ECSCI cluster of H2020 projects dealing with cyber and physical security of
critical infrastructures and underpinning complex architectures

ECSCI’'s main highevel objectives are:

» Scientific Collaboration

» Technical Collaboration

 Communication & Dissemination (Workshops, Press, Web Presence,... )
» Stakeholder Alliance

* Marketplace

. . . . o . . , www.finsec-project.eu >
This project has received funding from the European Union’s horizon 2020 research and innovation programme under grant agreemnent no 786727 © 2018 FINSEC Consortium FIN M



http://www.finsec-project.eu/

ECSCI Specific Objectives

* create synergies and foster emerging disruptive security solutions via cross-
projects collaboration and mnovation

* focus on the different approaches between the clustered projects

* ¢stablish tight and productive connections with closely related and
complementary projects

* promote the activities of the cluster
* international scientific conferences/ workshops

* national or mternational stakeholders workshops, mvolving both policy makers,
industry and academic practitioners, and representatives from the European
Commuission.



ECSCI Cluster Members
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ECSCI Success



ECSCI Success Stories:

Events Organizers Participants Place and Dates

Leuven, Septembel

1 | SAFECARE Awareness Event SAFECARE FINSEC, SATIE, SPHINX 18 2019
FINSEC 2019 (1st International
Workshop on Security for Financial Leeelie)]

9 | YOTKShop y ‘9 FINSEC DEFENDER September 27,
Critical Infrastructures and Services 2019
Co-located with ESORICS 2019

3 | 1t ECSCI Virtual Workshop All Cluster members All Cluster members Google Meet, 24-

25, June 2020

CPS4CIP 2020 (The 1st
International Workshop on Cyber
Physical Security for Critical

Infrastructures Protection) Guildford, UK
. FINSEC, DEFENDER, RESISTO, | All Cluster members support the A s
4 | Co-located with ESORICS 2020 SAFECARE. STORT . Septer;(l):)zeg 14-18,

Check CPS4CIP 2020:
https://sites.google.com/fbk.eu/cps
4cip20
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ECSCI Success Stories:

ABOUT FINSECURITY ~  SOLUTIONS OTHER SECTORS + SERVICES DEMONSTRATORS & CASE STUDMES

&) SEC TR

DHGITAL FINANCE ACADEMY FOR SECURITY BLOG HEW'S

* Co-editmg Open Access Book

Third-Party Solutions / other

* Book Chapters sectors

This section includes Third-Party Cyber-Physical Threat Intelligence Solutions for

® M arke tp la C e : F in S e Curit y . e u Critical Infrastructures in Sectors other than Finance.

Specifically it includes:

1) Solutions for Critical Infrastructures of the Energy Sector (contributed by the H2020
DEFENDER Project)

About Us Alerts Contact Ordering Info Help Log i . " . .
TR e memEen Eene e ren s e 2) Solutions for Critical Water Infrastructures (contributed by the H2020 STOP-IT Project)

Dmsncle f nge Home Fnls Joumals Books NowOpen 3) Solutions for Critical Communications Infrastructures (contributed by the H2020 RESISTO

Project)

Cyber-Physical Threat Intelligence for Critical Infrastructures ISBN: 978-1-68083-680-8
450 pp. Price: 3100.00

Security: A Guide to Integrated Cyber-Physical Protection of TN o
Modern Critical Infrastructures @ @ @ @

nowdpen ISBN: 978-1-68083-687-5
Edited by John Soldatos, University of Glasgow and INNOV-ACTS Forthcomi ng 450 pp.
LIMITED, UK | James Philpot, European Organization for Security, e w— Open Access (.pdf)

UK | Gabriele Giunta, Engineering Ingegneria Informatica S.p.A.,
ltaly

This is published under the
terms of CC BY-NC

Publication Date: 30 Jun 2020

Y U @

Suggested Citation: John Soldatos (ed.), James Philpot (ed.),
Gakbriele Giunta (ed.) (2020}, "Cyber-Physical Threat Intelligence for
Critical Infrastructures Security: A Guide to Integrated Cyber-Physical
Protection of Modern Critical Infrastructures", Boston-Delft. now
publishers, hitp://dx.doi.org/10.1561/9781680836875




* Titled: Cyber-Physical Threat Intelhigence
for Critical Infrastructures Security

* Editors:J. Soldatos (FINSEC), G. Giunta
(DEFENDER), J. Philpot (SAFECARE)

* 23 Chapters Published by Now

Publishers

e Structured in Five Parts:

* Finance, Energy, Healthcare,
Communications, Sector Agnostic Topics

* Collaboration of five (5) Projects:

FINSEC (9 Chapters)
DEFENDER (3 Chapters)
SAFECARE (4 Chapters)
RESISTO (6 Chapters)
SPHINX (1 Chapter)

The Open Access Book

Cyber-Physical Threat Intelligence
for Critical Infrastructures Security

A Guide to Integrated Cyber-Physical
Protection of Modern Critical Infrastructures

John Soldatos, James Philpot and Gabriele Giunta (Editors)

Modern critical infrastructures comprise of many interconnected cyber and physical assets, and
as such are large scale cyber-physical systems. Hence, the conventional approach of securing
these infrastructures by addressing cyber security and physical security separately is no longer
effective. Rather more integrated approaches that address the security of cyber and physical
assets at the same time are required. This book presents integrated (i.e. cyber and physical)
security approaches and technologies for the critical infrastructures that underpin our societies.
specifically, it introduces advanced techniques for threat detection, risk assessment and se curity
information sharing, based on leading edge technologies like machine leaming, security
knowledge modelling, loT security and distributed ledger infrastructures. Likewise, it presets
how established security technologies like Security Information and Event Management (SIEM),
pen-testing, vulnerability assessment and security data analytics can be used in the context of
integrated Critical Infrastructure Protection.

The novel methods and techniques of the book are exemplified in case studies involving
critical infrastructures in four industrial sectors, namely finance, healthcare, energy and
communications. The peculiarities of critical infrastructure protection in each one of these
sectors is discussed and addressed based on sector-specific solutions.

The advent of the fourth industrial revelution (Industry 4.0} is expected to increase the
cyber-physical nature of critical infrastructures as well as their interconnection in the scope
of sectorial and cross-sector value chains. Therefore, the demand for solutions that foster the
interplay between cyber and physical security, and enable Cyber-Physical Threat Intelligence is
likely to explode. In this book, we have shed light on the structure of such integrated security
systems, aswell as on the technologies that will underpin their operation. We hope that Security
and Crifical Infrastructure Protection stakeholders will find the book useful when planning their
future security strategies
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Cyber-Physical Threat Intelligence
for Critical Infrastructures Security
A Guide to Integrated Cyber-Physical

Protection of Modern Critical Infrastructures

John Soldatos, James Philpot and Gabriele Giunta (Editors)
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The Finsecurity.eu Market Platform 10

< C @& finsecurity.eu ® 2 %« OB ® o o

Single Entry Point to FINSEC Solutions

Promotional Channels for the Project’s Results i

Cross-Layer SIEM (XL-SIEM) for Finance

Anomaly Detection for Critical Infrastructures

Recently enhanced with an “Other Sectors™ e —
Section . L e

Destined to Present and Integrate Solutions
from Other Projects

Early Contributors:

https://finsecurity.eu/solutions/ -
) D EF EN D ER / E <« X @ finsecurity.eu/solutions/finsec -dashboar rd/ & Q4 &% 0 ) =5 o
nergy :
F | N @ ABOUT FINSECURITY SOLUTIONS v OTHER SECTORS SERVICES DEMONSTRATORS & CASE STUDIES DIGITAL FINANCE ACADEMY FOR SECURITY BLOG NEWS LOGIN / REGISTER Q

e STOP-IT/ Water
« RESISTO / Communications

Additional Contributions Pending

Important: Register with Finsecurity.eu — it
takes 1’

OOOOO
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Takeaways



http://www.finsec-project.eu/

ECSCI

» Stimulate the uptake of project results

* Exploit synergies

» Share best practices

» Stimulate network and alliance formation
 Become Collaborative platform

* Increasingpublic awareness
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Contact

Habtamu Abie, Ph.D., Chief Research Davide Mauro Ferrario,

Scientist, Norwegian Computing Center MSc mm Mathematics

P.O.Box 114 Blindern Project Manager

N-0314 Oslo, Norway Zanasi & Partners

Tel: (+47)22852595 Mobile: +39 334 9375289

E-mail: Habtamu.Abie(@nr.no E-mail: davide .ferrario(@zanasi-alessandro.cu
http://www.nr.no/~abie/ Skype: dmferrario
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